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TOM TAT: Bai bdo niy mé ta mét may so tring tén Cuckoo-based Pattern Matching (CPM)

dira trén mét gidi thudt hashing dé dwoc phat trién gan ddy goi la Cuckoo Hashing. Chiing téi hién thuc

gidi thudt nay véi nhitng cdi tién song song héa phit hop cho viéc so tring nhiéu mau c¢é chiéu dai khdc

nhau. CPM ¢6 kha ning cdp nhat dit liéu dé dang, nhanh chéng dong thoi chiém it tdi nguyén phan

cung. Voi kha nang xiw ly song song lon, speedup cia CPM lén toi 128 lan khi so sanh véi hién thuc

Cuckoo néi tiép. Khi so sanh véi cdc hién thic so tring mau bang phan cieng triede ddy, CPM c6 hiéu

Suét viegt tréi véi viéc tiéu hao phdn cung it hon 30%.

Tir khéa: so tring mau, Cuckoo hashing, FPGA.

1. GIOI THIEU

Hién nay, cac hinh thirc xdm nhép bét hop
phép 1a mot trong nhimg mdi de doa 16n nhat
cua bao mat mang. Sy xam nhap ngay cang gia
tang boi sy ¢6 sin rat nhiéu cac cong cu pha
hoai (hacking) véi d§ phuc tap, tinh vi gia tang
theo thoi gian, d& dang lam suy yéu cac cong
cu bao mat co ban. Thong thudng, hé thing
mang duoc bao vé boi tuong lira, cung cip cac
chirc nang co ban cia cta viéc giam sat va loc
& muc phin dau goi (packet header). Tuy
nhién, khéng phai tit ca xdm nhdp hiém doc
déu bi ngan chin. Piéu nay doi hoi nhing giai
phap tét hon cho bao mat mang. Vi vay, h¢
théng phat hién/ngan chin xam nhip mang
(Network  Intrusion  Detection/Prevention
Systems — NIDSs/NIPSs) [1] di xa thém mot
budc nita 1a loc ¢ mirc sau hon goi dir liu
mang dé tim kiém cac nghi ngd bén trong.

NIDS khac tuong lira & chd n6 cho phép kiém

tra ndi dung cua goi dir liu (packet payload).
Mot cach tong quat, phan 16n NIDS tim kiém
duya trén mot tap quy luat (rules) c6 sin. Nhiing
qui ludt nay thuong bao gdm thong tin vé
TCP/IP header va thudng c6 nhing miu
(patterns) ctia cac loai hinh tén céng nhu worm,
Trojan, v.v... Hién tai, phﬁn 16n NIDS chay
duéi dang phin mém va chung chi co thé don
bat va xir ly goi dir liéu & tde do t6i da 1a vai
tram Mbps. Vi du, Snort [1] 1a mdt NIDS ma
ngudn mé st dung mét thu vién mo. Dé phat
hién xam nhap, Snort dwa vao mdt tap co sé dir
liéu chtra hang ngan quy ludt, mdi cai chira cac
mau chit ky tin cong.

Dbdi v6i viée bao vé theo thoi gian thyc,
NIDS phai chay ¢ téc do dwong diy mang cd
thé 1én téi hang chuc Gbps. Tuy nhién, diéu
nay rat kho dat dugc trén cac hé théng general
processor bdi vi hi¢u sut cia no phu thudc vao
viéc so tring v6i hang ngin miu & toc do

duong day.
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Pé cai tién hiéu suit cta NIDS, nguoi ta
thuong c6 xu hudng hién thuc cac giai thuat so
trang mau trén phin cimg ching han nhu
Application Specific Integrated Circuit (ASIC)
hoac Field Programmable Gate Arrays
(FPGA). ASIC c6 thé dat duoc cac hiéu suét
tinh toan t6i wu nhung khé thay dbi thiét ké
theo thoi gian. Nguoc lai, cac hé¢ théng tinh
toan trén phdn cung tai cu hinh (FPGA) c6
kha nang cung cép hiéu suét ciia phan clng va
d6 uyén chuyén dé tai cdu hinh lai phu hop voi
chirc nang cdp nhat dir liéu thuong xuyén cia

céc hé théng NIDS.
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Hinh 1. Ham bam Cuckoo Hashing [9], a) Khoa x
dugc thém vao thanh cong bang cach di chuyén cac
khoa y va z, b) Khoa x khong thé tim duogc chd tréng
va qué trinh bam lai (rehash) dugc yéu cau.

<[]

Bai b4o nay trinh bay mét kién tric cho so
tring cic miu c6 chidu dai khac nhau tén 1a
CPM. Kién triic nay ing dung mot giai thut da
dugc phat trién gan day tén la Cuckoo Hashing
[15]. Cac miu c6 thé dé dang thém vao hoic
x6a di khdi cac bang hash vi vidy CPM khong
gidng nhu cac hé théng dua trén FPGA trudc
day, no co thé cap nhat cac mau cuc ky nhanh
chong ma khong can tii cdu hinh lai. CPM
cling dat mot hiéu suét t6t hon hén khi so sanh

vé6i cac hé théng khéc.
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Hinh 2. FPGA-based Cuckoo Hashing cho so
tring mau trong NIDS.
2. CAC CONG TRINH NGHIEN CUU
LIEN QUAN

Pé xir Iy véi tc do gigabit cia network,
nhiéu cong trinh nghién ctru xir 1y miu ding
FPGA di dugc dé nghi. Ching c6 thé dugc
chia 1am c4c huéng tiép can chinh sau day.

Dich va so sanh (shift-and-compare): [2-3]
1a phuong phap tiép can d& dang nhét va c6 toc
d6 cao nhat. Cac tac gia ap dung cac bd so sanh
song song va pipeline sdu trén nhiing vi tri
phan doan khiac nhau cua dir liéu vao.Tuy
nhién han ché cta phuong phap nay la tiéu hao
qué nhiéu tai nguyén phéan ctng.

May trang thai (State machine:NFA/DFA):
[4, 6] chuyén d6i cac mau thanh cac biéu thuc
chinh qui c6 thé hién thyc chay song song trén
mAy trang thai. Véi loi diém cé thé xir 1y cac
méu c6 chiéu dai rat 16n mot cach d& dang va
khd uyén chuyén, phuong phap nay c6 ding
cic khdi block RAM dé tiét kiém tai nguyén
logic cell cia FPGA. Han ché Ia téc do xu ly
thdp hon cac phuwong phap khac.

Bam (Hashing): [10-12] phuong phép tiép
can nay da dugc sir dung kha phd bién trong

cac ung dung bao mat khac, tuy nhién trong hé
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thong NIDS, n6 chi vira dugc ting dung gan
day, va Kkét qua dat dugc kha tdt. So véi céac
phuong phap trén thi kha ning tiét kiém phan
ctng la vuot trdi, voi higu suét chi thua phuong
phap shift-and-compare va tdt hon phuong
phap may trang thai.

Ham bam Cuckoo (Cuckoo Hashing) duoc
dé nghi boi Pagh va Rodler [15]. Giai thuét
dung 2 bang T; va T, voi kich thuéec m =
(I1+&n cho mdi bang (£>0) voi n 1a sé phan tir
(khoa). CH dung 2 ham bam thong thuong 4,
va h, dé tinh gia tri bam cho mot khoa x ¢ dia
chi Ti/h;(x)] hodc Tfhy(x)]. Viéc tim kiém
hodc x6a phin tir 1a hing sb, voi thoi gian tim
kiém nhiéu nhét 1a 2 14n truy xuét bd nhé doc
1ap.

Su méi la cua giai thuat ndm & chd thu tuc
thém vao phan tir x. Néu 6 nh6 T)/h;(x)] tréng,
thi x dugc dat vao va qua trinh thém vao két
thac. Néu nguoc lai, 7;/h;(x)] bi chiém boi mot
khoa y nao d06, h;(x) = h;(y), thi x van dugc dit
vao 6 Ty/hy(x)] va y bi 13y ra khoi 6. Tiép theo,
y duoc dat vao 6 Tr/hy(y)] clia bang tht 2 véi
cach thirc tuong ty, né c6 thé lam mot khoa z
khac v6i ha(y) = hy(z) bi mit chd. Bén luot z s&
dit & 6 Ty/h;(z)], va qué trinh tiép tuc cho dén
khi nao khoa hién tai bi mat chd tim dugc chd
trbng nhu hinh l.a. Qua trinh nay goi la
“Cuckoo process”. Tuy nhién, chung ta c6 thé
thdy trong hinh 1.b, “Cuckoo process” c¢6 thé
lap vo tan. Vi véy, sé 1an twong tac ddi chd
dugc gi6i han boi hing sé bién M=3log,. m.
Trong truong hop nay, ciac khoa trong 2 bang
duoc t6 chire lai bﬁng cac ham bam mai A'; va

', qua trinh lip lai dé qui cho médi khoa.

3. KIEN TRUC HE THONG SO TRUNG
MAU DUA TREN CUCKOO HASHING
DUNG FPGA
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Hinh 3. M6 dun FPGA-based Cuckoo Hashing véi
kha ning tim kiém song song. Bang T va T luu trit
chi sb ctia mau; T % Iuu trit mAu thue.
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Hinh 4: Xu 1y song song 16n v4i N ky tu (N =
4). Cac mo dun Cuckoo dugc két ndi véi bo
dém nhap tai nhitng dia chi dugc xac dinh
trudc.

Giai thuat CH dugc ching t6i cai tién va ap
dung cho phén so tring miu ftinh trong phan
loc ndi dung cia goi dir li€u [7, 8]. Thong
thuong, tp mau pattern duge tién xir 1y va xdy
dung sn & bén trong hé théng. Chudi dit liéu
di vao s& so sanh véi tat ca cac patterns. Vi
vay, Cuckoo hashing 1a lya chon thich hgp dé
dam bao thoi gian tim kiém hiang s va dat

duoc toc do cua mang. Hon nira, kha nang cap
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nhat nhanh chong khong anh huéng hiéu suét
tim kiém cua Cuckoo Hashing ciing 1a mot wu
thé. Hinh 2 12 mé hinh tong quat cua hé théng
so tring mau pattern dya trén FPGA Cuckoo
Hashing. M3i khéi (module) tén Cuckoo L; luu
trir nhitng pattern c6 chiéu dai i (1< i <16) ky
ty. DSi voi nhimg pattern dai hon 16 ky tu,
chiing t6i s& phan chia ching thanh nhitng doan
nhé hon ma c6 thé thém vao trong cac khdi
Cuckoo cuia pattern ngin. Sau d6, ky thuat
danh sach lién két duge sir dung dé két ndi
nhitng doan nay [7].

3.1. Md dun Cuckoo Hashing dwa trén
FPGA

pé gia tang su tan dung bd nhg, chiing toi
xdy dung mot khdi hashing cho mdi chiéu dai
clia pattern va st dung luu trir gian tiép. Céac
bang hash nho va thua thot chira cac chi sb cua
mau 1 dia chi ciia moét bang luu trit mau thuc
¢b diac hon. Céch tiép can cua chung toi ciing
thay dbi dé qua trinh tim kiém la song song.
Viéc thém vao cling dugc thay ddi dé 1ua chon
t6t hon cac khoang trong trong hai bang hash.
V6i nhimg su thay déi nay trong kién trac, hé
théng ching t6i c6 thé tan dung ddy du nhimg
loi diém ciia phan cimg.

Kién triic ciia mot khéi CH duya trén FPGA
dugc trinh bay trong hinh 3 bao gom 3 bang.
Hai bang hash 7; va T, 1a single-port SRAMs
va mot bang luu trir mau 7; 1a double-port
SRAM cho viéc xu ly song song. Cac ham
hash c6 thé thay déi néu chung dwoc yéu ciu
hash lai. Hai thanh ghi key va index 13 mau can
tim kiém va dia chi ctia miu trong T3, twong

ung. Bén canh do6, hai multiplexers dugc su

dung dé chon lya dia chi cua T;. Cubi cung,
mot by so sanh dugc dung dé so trung chinh

xac key vai hai mau ung vién tir 7.

3.2. Nguyén ly hoat dong

Bing cach st dung kién triic pipeline nhiéu
pha va xur Iy song song, qua trinh tim kiém cta
may CPM c6 thé xtr Iy mot ky tw cia mau x
trong mdi chu ky clock.

Déi v6i viée thém vao phén tir x, nhu da dé
cap ¢ trén, ching to6i xem xét ca hai bang hash
cung mot lac dé giam thoi gian thém vao. Néu
mdt trong hai bang hash c6 6 tréng thi chi sb
cua x dugc thém vao 7; hodc T, va qua trinh
thém vao két thiic. Néu ca hai bang déu khong
tréng thi ching ta thém chi s6 vao bang co it
phan tir hon. Phan tir bi liy ra s& bat dau qua
trinh Cuckoo giéng nhu phén 1y thuyét trinh
bay ¢ trén.

Déi voi viée xoa phan tir (deletion), qué
trinh don gian nhu tim kiém. Khi sy tim kiém
thanh cong, chiing ta xo4 gia tri trong T; trudc,
sau d6 xoa gia tri chi sb trong bang hash. Qué
trinh hoat dong chi tiét c6 thé tham khao trong
[71.
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Hinh 5. Speedup ctia cac CPM so sanh véi hién thyc
nbi tiép ctia Cuckoo Hashing. Matching (%) 14 phan

trdm cta nhimg mAu nghi ngd ma can phai so tring.
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Hinh 6. So sanh s6 1an thém vao cua 2 hé théng

CPM-1 va CPM-2 véi s6 mau pattern
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Hinh 7. Thoi gian thém vao trung binh cho 381
chudi méi (patterns & segments)

Dé gia ting hiéu sut, may CPM c6 thé d&
dang m& rong cho viée xtr Iy nhidu ky tu cing
mot lac. HE théng s€ dich N ky tu vao trong b
dém mdi chu ky clock. Hé théng c6 N block
tuong mg voi N ky tu can xir Iy. Trong mdi
block, mdi mé dun Cuckoo nhin mot ky tu tu
dia chi da xac nhan trudc ctia by dém nhdp va
gié tri hash tr m6 dun trude d6. Hinh 4 13 mot
vi du cua hé théng xir 1y 4 ky tw mdi chu ky
clock. Béi vi d6 phtre tap cua dia chi cao hon,
chung ta can x4c dinh dja chi cia bo dém nhap
ma mdi md dun Cuckoo dugc két ndi toi.
Chung ta gia st rang dir liéu vao 1a chudi

”XoX1... X Xge1... vVa ching ta dich N ky tu mdi

chu ky clock. Trong mdi block j (1 <j < N),
néu dia chi duoc két ndi t61 mé dun trude 46 1a
Ai1j (2 <i <Ly 5) va chira ky tu x; thi dia chi
duoc ndi t6i mod dun ké tiép, A;;, phai dich N -1
tir 4;.;; va mo dun ké tiép xtr 1y ky tw x;41. Cho
vi du, dir liéu vao 1a ”..abcd...” va mdi lan
CPM dich N = 4 ky tu; trong Block 1, Cuckoo
L, tiéu thu ky tu ‘e’ & dia chi 4;,; thi Cuckoo
L, tiéu thu ky tu ‘6" & dia chi 4;;+N-/ mot
chu ky clock sau d6. Téng quat, dia chi trong
bo dém dugc két ndi véi Cuckoo L; cia may j

la:

4,=4,,+(N-D)=4_,,+2N-])
—.= 4, +{-D(N-D) M)

Tir phuong trinh (1), chung ta c6 thé thdy
rang khi N = 1, dia chi ctia bt ky mé dun tring
v6i dia chi dau tién. Vi véy, diéu nay ding voi

thiét k& cho hé thng xtr Iy mot ky tu.

4. PHAN TICH HIEU SUAT VA KET QUA
THU'C NGHIEM

Dua trén kién trac cua CPM, chung ta co
thé xac dinh duoc speedup cua hé théng, mot
thong s6 ky thuat danh gia hiéu suit on-line.
Chung ta gia st ring mo hinh Cuckoo nbi tiép
¢6 thé xtr 1y dit liéu nhap mdi chu ky clock va
chiéu dai ctia mau 1a nhé hon 16 ky tu. Chung
ta xem xét hai truong hop 1a speedup khi khong
xdy ra trung (no-match) va xdy ra trung
(match). Khi hé théng khéng xay ra sy so tring
thi mo hinh ndi tiép phai tim kiém trén ca hai
bang. V6i 2 1an tim kiém va 16 mé dun Cuckoo
chay song song, speedup cua truong hgp no-
match ctia mdi may CPM 14 S,oparen = 16 x 2 =
32.
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Khi hé théng xay ra sy so tring, mé hinh
nbi tiép dau tién tim kiém trong bang T, . Néu
chua xay ra trung thi lan tim kiém thir hai 1a
trong 7, Xac sult cua viéc truy xuat mot hodc
hai bang tly thudc vao su phan bd cac mau
trong T; va T>. Thong thudng, su phin bd nay
trong T; khoang 60%-75% phu thudc vao kich
thudce cta cac bang hash. Speedup cua trudong

hop match ctia mdi may CPM la

0, 0,
g —16x YolookupT, + %lookupT,

mate <32 (2
" parallellookupT, & T, 2)

Cudi cung, ching ta c6 thé xac dinh
speedup trung binh cua hé théng xir 1y song

song 16n so v4i mo hinh ndi tiep nhu sau.

+%S ®)

match nomatch )

Spe = N % (%S

Tu phuong trinh (3), speedup trung binh
phu thudc vao phin trim matching. Chung ta
minh hoa r& rang hon bang hinh 5. Véi kha
nang xu ly 4 ky tu, speedup cua cac may CPM
¢ thé 1én t6i /28X khi so sanh v6i md hinh ndi
tiép. Speedup giam khi phin trim matching
tang, bai vi speedup cua truong hop trang nho
hon truong hop khong trung nhu dugc thé hién
trong phuong trinh va hinh. Kich thuéc cua
bang hash cling anh hudng tdi speedup.
Speedup tang khi kich thudc bang hash tang tr
512 1én 1024. Téng quat, speedup gia ting khi
hé théng c6 thé xir 1y nhiéu ky tu trong mdi chu
ky clock.

Chuang t6i thu thap dir liu dau tién cia
Snort vao thang 12 nam 2006. Co tat ca 4748
mAu khéng tring nhau, bao gom 64873 ky tu.
Trong d6, khoang 65% c6 chiéu dai nhé hon

hodc bang 16 ky tw. Pbi véi miu dai hon,
chiing ta phan thanh céc doan c6 chidu dai tir 3-
16 ky tu. Chang t6i dinh nghia string dai dién
chung cho mau ngén va cac doan ciia mau dai.
Tong cong, ¢6 6,136 strings.

Thiét ké duoc hién thuc trén 2 mé hinh 1a
CPM-1 va CPM-2 véi kich thuéc cua bang
hash twong tng la 512 va 1024. Nhitng hé
thdng nay duoc ding dé danh gia do thoa hiép
giita kha nang ding phan cimg va hiéu suat ciia
su thém vao. Ca 2 hé théng st dung cac mo
dun Cuckoo cii tién song song nhu trén. Hinh
6 trinh bay s6 1an thém vao ciing nhu s string
trong mdi chiéu dai. Chung ta c6 thé thiy sb
lan thém vao ctia CPM-2 chi 16n hon s6 string
mdt chit. That khong may mén cho CPM-1, sb
1an thém vao 16n hon s6 string khoang 16%.

Pé minh hoa kha nang cdp nhat dir liéu ctua
hé théng, chung t6i thu thap tap dir liéu Snort
méi hon vao thang 05 nam 2007 véi 5026 mau
va 68,266 ky tu. Khi so sanh vgi thang 12 nam
2006, c6 381 string dugc thém vao bao gém
3,476 ky tu va 15 miu x6a di bao gom 83 ky
tu. Hinh 7 trinh bay sb 1an thém vao trung binh
tinh theo chu ky clock cho vi¢c thém vao 381
string. V&i 1024 6 nhé cua bang hash, CPM-2
chi mét 5,275 chu ky clock dé thém vao ma
khong xdy ra rehash. Trong khi d6, véi CPM-1,
rehash xay ra & cac chiéu dai 6, 11, 12 va 15 ky
ty voi phan trim rit nho 0.6%-2.9%. Tuy
nhién, sé chu ky clock & nhitng chiéu dai nay
ting cao béi vi nhimg nhugc diém cua
rehashing. Vi vay, hé¢ thong can 12,600 chu ky
clock, khoang 2.5 14n khi so sanh véi CPM-2.
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Dé x6a 15 méu, quéa trinh dién ra nhanh
chong véi khoang 100 chu ky clock cho ca 2 hé
thong. Chung ta gia st rang ca 2 chay véi tan
s6 200 Mhz, nhé hon cac két qua tong hop
trinh bay tiép sau day. Vi 5,375 va 12,700 chu

ky clock, thoi gian cap nhat chi khodng 27 va
64 microseconds, tuong ng. Nhimg két qua
nay chi ra rang ca hai hé thong déu rat higu qua
cho viéc cap nhat cic midu méi ma khong can

qué trinh tai cdu hinh FPGA.

Bing 1.So sanh cta cac hé thong NIDS dua trén FPGA diing phuong phap Hashing

System Dev.-XC Bits/ | Freq. No. No. Mem LCs/ Menm/ | Through- PEM
(Xilinx) cycle | (MHz) | chars LCs (kbits) char char Put
(bits) (Gbps)
4VLX100 8 285 3,220 1,116 0.047 16.74 2.28 10.29
4VLX100 16 282 6,120 | 2,070 0.090 31.05 4.51 10.92
CPM-2 4VLX100 32 275 68.266 11,980 | 4,140 0.175 62.10 8.80 10.70
2VP20 8 272 ’ 3,266 1,116 0.048 16.74 2.18 9.79
2V6000 8 223 3,266 1,116 0.048 16.74 1.78 8.03
2V6000 16 218 6,212 | 2,070 0.091 31.05 3.49 8.42
V-HashMem [13] 2VP30 8 306 33,613 2,084 702 0.060 21.39 2.49 8.60
2V1000 8 250 2,570 630 0.140 34.62 2.00 4.01
HashMem [12] 18,636
2V3000 16 232 5,230 1,188 0.280 65.28 3.71 3.86
2V1000 8 263 6,272 288 0.300 14.10 2.11 4.71
PH-Mem [11] 20,911
2V1500 16 260 10,224 306 0.490 14.98 4.16 6.44
ROM+Coproc[10] 4VLX15 8 260 32,384 8,480 276 0.260 8.73 2.08 5.90

Thiét ké cua chung t6i dd duoc phat trién
trén Xilinx’s ISE 8.1i. Chip hién thyc 1a cac
chip thudc ho Virtex cua hang Xilinx. Téng
cong, chung t6i chi dung 62 RAM blocks va
2,982 logic cells dé luu trir 64,873 ky tr cua
toan b tdp mau trong XCV4LX25 FPGA chip.
Throughput ciia mot thiét ké c6 thé dugc tinh
bang cach nhan tin sé clock véi do rong dix
lidu (8-bit) ciia nhimg ky tu dén. Throughput
ciia CPM c6 thé thay dbi tir 1.78-8.8 Gbps tiry
thudc vao kiéu ciia FPGA chips va s6 ky tw ¢6
thé xir Iy moi chu ky clock.

Bang 1 trinh bay sy so sanh cua cac hé

thdng dung phuwong phap hashing gan day xdy

dung trén FPGA. Hai thong s6, Logic Cells per
character (LCs/char) va SRAM bits per
character (bits/char), dugc dung dé danh gi4 su
hiéu qua cua st dung FPGA. LCs/char xac dinh
bang cach chia téng sb logic cell di sir dung
cho tong s ky tu. bits/char 1a ti s§ cua cac khdi
block RAM tinh bang bit cho tong s6 ky tu. Ca
hai thong sb nay cang nho cang tot.

Véi chi 0.043-0.047 LCs/char, CPMs la
nhitng may hiéu qua nhét trong viéc sit dung
logic cells of FPGA. Thém vao d6, voi 16.74-
17.62 bits/char, viéc st dung block RAM cua
CPMs ciing rit hiéu qua va c6 thé chip nhan

duoc khi so sanh vai cac hién thuc khac. Bé ¢o
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thé dénh gia chinh xéac hiéu sult cua cac hé
thong, mot thong s6 tén Performance
Efficiency Metric (PEM) dugc st dung nhu 1a
ti sudt giita throughput theo Gbps véi sb logic
cell trén mbi ky tu.

Throughput

Membytes @)

12
No.Characters

PEM =

No.Logiccells +

Gia sir rang gia trj cia 12 byte block RAM
thi twong duong vdoi mot logic cell, phuong
trinh trén tinh ca 2 thong s dién tich phin
ctmg logic cell va block RAM dé viéc so sanh
dugc cong bang giita cac hé thong. Véi PEM
trong tam 8.03-10.92, cic may CPM la tot hon
cac hé thong ding hashing it nhét gan 30%.

5.KET LUAN

Mot may so tring miu ding Cuckoo
Hashing cho NIDS dugc trinh bay. Theo nhu
Kkét qua hién thuc, hiéu qué st dung phﬁn ciing
1a t6i wu nhat khi so sanh véi cac cong trinh
trude ddy va throughput dat dugc c6 thé 1én téi
8.8 Gbps. Mot dac tinh ndi troi cua may CPM
nay 1a kha ning cép nhat mau nhanh chéng ma
khong can tai cau hinh lai FPGA. Muc tiéu
cong viée tiép theo co thé 1a két hop véi viée
phéan loai phén ddu cua cac quy luat (rule) aé
hinh thanh m¢t hé thong hoan chinh cho xir ly
cac quy ludt (rule) trong hé théng NIDS.

CPM: CUCKOO-BASED PATTERN MATCHING APPLIED FOR NIDS

Tran Ngoc Thinh
University of Technology, VNU-HCM

ABSTRACT: This paper describes the Cuckoo-based Pattern Matching (CPM) engine which
based on a recently developed hashing algorithm called Cuckoo Hashing. We implemented the
improved parallel Cuckoo Hashing suitable for hardware-based multi-pattern matching with arbitrary
length. CPM is scalable with multi-character per clock cycle to sustain higher throughput rates with
lower hardware resources. With the power of massively parallel processing, the speedup of CPM is up
to 128X as compared with serial Cuckoo implementation. Compared to other hardware systems, CPM is

far better in performance and save 30% of the area compared with the best system.

Keywords: pattern matching, Cuckoo hashing, FPGA
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