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TOM TAT : Bai bdo nay trinh bay mjt s6’ két qud ciia Iy thuyét sé lién quan tdi viéc fim
phdn tit sinh ciia nhém Z,* va khdo sdt tinh chdt cdc phdn tit sinh nay. Két qud ndy dnh
hudng trén hé¢ mdt ma céng khai ElGamal crystosystem trong vigc tim phdn tit sinh.

I. MOT SO KHAI NIEM VA KET QUA CUA LY THUYET SO CO LIEN
QUAN

Dinh nghia :
Bdc ctia phan tif a trong nhém nhan G 12 mdt s& nguyén nhd nhdt n sao choa" = 1.

Bdc ciia mt nhém nhian G 12 m6t s6 nguyén 16n nhit trong cidc bic clia moi phian
ti cia G.

Ky hiéu nhém G sinh bdi phdntta: G=<a >.

Hé qua :

Béic clia mot nhém chinh 12 s& phan ti clia nhém, do d6 bac cla phén tit a chinh 12
s6 phin tif cia nhém con sinh bdi a.

Dinh Iy 1 : (Lagrange) )
Né&u G 12 nhém nhén bic n thl moi phin ti cia G c6 bic chia ding cho n.
HE luén:

Z,* 12 nh6ém nhan c6 bac @(n), ie x*™ = 1 mod n vdi moi x clia Z,*.
Hé luén : (Fermat)

Cho p nguyén t&, x* = x mod p véi moi x cia p*.

Dinh 1y2 :

Né&u p 12 nguyén t& thi Z,* 1a nh6m tudn hoan, ie ¢6 phan td sinh.
Céc phin ti¥ ¢6 bac p — 112 phan tif sinh.

Dinh 193 :

Né&u o 12 phén ti sinh va ged(i, p— 1) = 1 thi o' ciing 12 phin t sinh.
S6 phén t sinh cda Z, véi p nguyén t& 12 o(p — 1).

Nhén xét 1 :

Trong m&t nhém nhén giao hodn, 18y hai phdn t& x vd y ¢6 bic m va n tudng ng.
Né&u m, n nguyén t§ cing nhau thi bic ciia Xy 12 mn.
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Pinh 1y 4 : (Euler’s Criterion)

x 12 56 chinh phuong iff X®82 = 1 mod p, véi p nguyén (5.
II. MOT SO KET QUA TAC GIA PAT PUGC

Céc Ménh dé dudgc khio sit treng Z,* v3i p nguyén t0.
Ménh dé 1. %
(p-1)*=1nénp-1khong 12 plﬁ_n td sinh v6i p > 3.

Do d6 (p —1) c6 béc 2. i

Chifng minh :

@-12=p’—2p+1=1.

Ménh dé 2.

Phin tt p — 1 ¢6 nghich ddo la chinh né.

Ching minh :

Do Ménh dé 1.

Ménh dé 3.

o 12 phin ti sinh iff a® " =p—1va (' =1, Vi < (p-1)/2).
Ching minh :

(=) Vi 12 phdn ti¥ sinh nén o® P = 1.
Cianbéac2ciaa®V1a1va (p-1).

Né&u oP 12

= 1 thi o khéng phai 12 phén t sinh.

vay a® 2= (p - 1).

(<) Vi(p-1)béc2néna® =1,

Do d6 béc clia o 12 m6t uSe s6 cda (p — 1).

Céc gid tri (p — 1)/2 <i < (p — 1) khong thé 13 udc s6 ciia (p — 1).
Viy o la phan tf sinh.

Ménh dé 4.

Phin tf khong sinh B ¢6 bic < (p — 1)/2.

Ching minh :

Gi4 st c6 phin ti khong sinh B ¢6 bacm véim > (p — 1)/2.
Do dinh 1y Lagrange (p — 1) = mk hay (p - 1))k =m.

(p— 1)/k > (p — 1)/2 méu thuln.

Nhén xét 2 :

Pé kiém tra mdt phin t& B 12 khong sinh ta tinh B* véi k 1a wdc s8 clia (p — 1) va
kiém tra ¥ = 1 hay khong.
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Pugc chitng minh tif dinh 1y Lagrange va Ménh dé 3. )

Ménh dé 5. ,

Nghich ddo cla phan ti sinh ciing 12 phin tif sinh.

Chitng minh :

L4y o 12 mot phan tit sinh va B 1a nghich ddo cliaa, ie o.p = 1 mod p.
Vi o 12 phin tif sinh nén c6 s6 nguyénk <p - 1 saocho ¥ =f.

Gia sit p khong 1a phén t{ sinh thi c6 m6t s8 nguyén n < p-1 sao cho "= 1. Via Ia
phén tf sinh nén o # 1.

Tinh (0.p)"=a"p"=a".1 =" =1.

Mau thuin véi o # 1.

Ménh dé 6.

Phén ti¥ x va nghich ddo clia né c6 cing bac.

Chiing minh :

Goi bac x 12 n va bac cia x™' 1a m.

Néun>m, (xx )™= x™(x "™ = x™ = 1, mau thuin.
Néun<m, (xx )" =xNE")"=x")" = 1, miu-thuin.
Ménh dé 7.

N&u (p —1)/2 18 thi s6 phn t sinh biing s6 phén tif ¢6 bac (p ~1)/2.
Néu a c6 bac (p —1)/2 thi op —1) 12 phén tif sinh.
Ching minh :

LAy o 12 phén ti¥ ¢6 bac 2 va B cé béc (p -1)/2.

Vi (p -1)/2 1a s& 1€ nén ged((p —=1)/2,2) = 1.

Bi s6 chung nhd nhat clia (p —1)/2 va 2 1a (p -1).

Do d6 bic cia ou.p 12 (p —1).

Nén a.p 12 phén t( sinh.

Ménh dé 8.

N&u x 14 s6 chinh phuong thi x = o™, véi o 12 phén tif sinh va n 12 s8 chfn. Do d6
néu s8 mil n 1& thi x khong chinh phudng. Phdn ti¥ sinh khong 14 s& chinh phudng.

S& phan ti chinh phudng = s& phin tit khong chinh phuong = (p —1)/2.

Ching minh :

Vi (p —1) chdn va néu ged(p -1, i) = 1 nén i phai 12 s 1& v8i moi i.

L4y o, B 12 hai phdn ti sinh, ta c6 B = o * thi k 1 56 18.

Né&u phin ti x = o”, v6i n 18 thi véi moi phdn ti¥ sinh B khdc x = B™ thim 12 s6 1&.
Do d6 s8 x c6 dang ", v8i n 1€ thi x khong 14 s& chinh phutong.
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Viy s6 phan tif khong chinh phudng 13 (p —1)/2. Do d6 s6 phin t chinh phuong
la(p -1)/2.

Ménh dé 9.

Goi @ <.. < oy 12 tdt cd phdn t sinh clia Z,* dugc x4p theo thit ty ting dén.
1. Né€u (p —1)/2 12 s6 chén thi

a.oy.(p-1)=oy,

02.(p —1) = -1,

ok-1.(p —1) = az,

ox.(p —1) = au.

b. oy + 0x = Qg + Ok-1 = 03 + Qg2 = ... = Qg + Olgs241 = P.
c.(p-1).<oi>=<(p-1).0;>.

d. S& phin ti¥ sinh 12 s& ch&n.

2. Né&u (p—-1)/2 1a s5 18 thi

a. o;.(p —1) 12 phin ti¥ c6 bic (p —1)/2.

b. S8 phin tit sinh bing s& phin t c6 bac (p —1)/2.
c. (p-1)<oy>=#=<(p-1).0i>.

d. oy + o #p.

Ching minh : |

1. (ou.(p ~1)®? = (@ 2. (p -1)*"7?,

= (p-1).(p -1)® % (do Ménh dé 3),

= (p-1)((p —1)»" (V1 (p ~1)/2 = 2n),

= (p -1 -1)*)" (Vi (p ~1) bac 2),

=(p-1).

Viy o;.(p 1) 12 phdn t{ sinh.

Tacéd oi.(p-1)# oy (D
Piatas=o.(p - 1), tp-1 = 02.(p — 1), ...
ai.(p~1)=poi— o =—0i=p — (2)

Oy =P = Ol1. (do 2) | 3)
Op-1 =P — 2. (do 2) 4)

Op1 < O, ' (do 3, 4 vaoy < o)

Do d6 o, < o, vdi moi i.

au_i +0‘i=p'
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Vi p 1& nén ay-; va o; khong ciing chin hodc cling 1. ’

Do d6 khong ¢6 cip oy V2 @; ndo tring v4i nhau.

(p -1).<0;> = <(p —1).05> = [p*.

Nén s8 phin tf sinh 12 s& chdn.

2. (@i -1) " = (@ -,

=(p-1).p-1)*"%

=@-1.p-1p-D" M@-1)2=20+D),

= (-,

= (™! (i (p ~1) bac 2),

= 1.

Viy o.(p —1) khong 12 phén tit sinh, va d€ dang ching minh béc 1a (p -1)/2.
Trong Iy * 18y (p-1).<a>=10<2>=1I* =
<(p-Doa>=<10x2>=<9>={9,4, 3,5, 1}.

Taco 2+8 # 11.

IL. THUAT TOAN

A. Tim phén ti sinh ddu tién véi trudng hgp (p ~1)/2 12 s& chiin

1. Vi cdc phin ti¥ sinh d6i xing qua diém (p-1)/2 nén thudt todn ¢6 thé thuc hién
song song 2 qud trinh :

a. Qui trinh 1 kiém tra x c6 phdi 12 phin ti¥ sinh v6i x ti 1 ti (p~1)/4.

b. Qu4 trinh 2 kiém tra x c6 phai 12 phdn t sinh véi x tif (p—1)/2 gidm t6i (p-1)/4.
Khi m6t trong hai qud trinh tim thdy k&t qua thi ditng qud trinh cdn lai.

Né&u thudt todn thuc hién tudn ty thi ki€m tra x tif 1 tdi (p—1)/4.

2. Kiém tra x ¢ phai I phin tif sinh.

Do Ménh dé 3 chi cdn 14y lily thira (p — 1)/2 cla x.

Khi ti€n hanh liiy thita n€u két qua béing 1 trudc khi gid tri iy thira dat s6 mi (p -
1)/2 thi ditng va k&t ludn x khong phai 12 phan ti sinh do Ménh dé 4.

1=t
repeat
X := x> mod p;
i=i+l;
until (i=(p—-1)/4)or(x=1).
if x <>1 then x := x.y mod p.

c. N&u x = p-1 thi x 12 phdn tf sinh, ngugc lai 1a khong. Gilf lai ndi dung chaidé
bié€t bac cla x. '
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Uu diém ciia thuét todn :
- 0 phép tinh liiy thira chi 1a ~ p/4 1an.
- gid tri ludn nhd hon p (do 18y mod mdi budc).

B. Tim tit cd phén td sinh khi da bi&t 1 phin tid sinh.

a. Ly nghich ddo cia phin td sinh c6 dugc phén tif sinh.
b. N&u a 12 phan ti¥ sinh thi p-a cling 14 phin t sinh néu (p — 1)/2 chn.
c. Lay thita i phdn ti¥ sinh cling 12 phén t& sinh véi ged(i, p-1)=1.

SOME RESULTS ON Z; OF PUBLIC-KEY CRYSTOSYSTEM
Nguy&n Thanh Sdn

ABSTRACT : This article discribed some results on Theory number. It related to primitive

elements of Z,* and their relations. The results affected on the finding of primitive element
of ElGamal crystosystem.
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