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ABSTRACT

Since banks occupy a central position in the current global financial system, they play a main role
in promoting the development of financial markets and even entire economies. Since banks suffer
great losses from the risks caused by borrowers' potential defaults on the loan when they lend to
individuals or institutions, credit risk is normally considered to be the main risk type in the daily op-
erations of banks, while other forms of risk are paid slightly less attention or are completely ignored.
The banking industry has undergone many significant changes over the decades, which resulted
from the reform of its business model, the emergence of advanced technology, and the improve-
ment of laws and regulations. Therefore, the evolving environment eventually leads to many other
forms of risk, which may also result in bank failure and even trigger financial contagion and a global
financial crisis. This paper will elaborate on various forms of risk facing banks and corresponding
management measures and then discuss whether regulators should exclusively consider credit risk.
Although | agree with regulators that credit risk has received more attention in the past, | am sure
that each financial crisis contributes to improving their views of the financial system and the com-
plex nature of associated risks. This paper also describes the current regulatory system and provides
recommendations on how regulators can efficiently regulate, supervise and support the activities
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of all financial institutions by creating more robust mechanisms for enforcing regulations.
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VARIOUS FORMS OF RISKS IN THE
BANKING SYSTEM

A variety of methods are available for classifying risks
in the banking system, for example, based on risk fac-
tors, the extent of influence, and the possible con-
sequences. In this paper, we analyze various forms
of risk classified by cause and outline corresponding
risk management measures to reduce the probability

of occurrence and negative impacts of these risks.

Credit risk

According to BCBS (2005) !, credit risk is defined
as the risk that banks will suffer great losses due to
the failure of borrowers or counterparties, no matter
whether they are individuals or entities, to meet the
full contractual obligations when due in the future.

Credit risk is generally seen as the greatest traditional
and the most common risk facing banks, as it is highly
possible that the loans and other financial products
offered by banks cannot be paid off in a timely man-
ner. Thus, credit risk is usually associated with coun-

terparty default.

Credit risk management

Traditional credit management measures are based
mainly on qualitative analysis, including investment
diversification, avoidance of credit extension concen-
tration, collateral and guarantee requirements, fre-
quent assessments and dynamic monitoring of cus-
tomers’ creditworthiness, etc. In recent years, ad-
vanced modeling techniques and quantitative analyt-
ical models have been developed and widely used to
predict future credit risks. Additionally, credit rating
agencies also play critical roles in credit risk manage-
ment?.

MARKET RISK

Market risk is defined by Harle (2016) 3 as the risk that
the bank will experience losses in its trading book due
to the unpredictability of factors in the capital mar-
kets, including equity prices, interest rates, foreign ex-
changes, commodity prices, and other market indica-
tors whose values are determined by the open market.
Market risk arises from speculation in the financial
market, which leads to a loss once the unfavorable
price fluctuations at a particular market disadvan-
tage the banks. Varieties of market types, as well
as rapid and dramatic fluctuations in market prices,
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make market risk far more complex and difficult to
forecast, assess, and mitigate. Due to unanticipated
price fluctuations in a particular market, sometimes
a small loss in the beginning could eventually evolve
into a great loss.

Market risk management

The first step of market risk management is to de-
termine risk tolerance. Value-at-risk (VaR) model-
ing is applied to measure the possibility of investment
losses*. There are three methods available to mitigate
market risks:

1. Diversify the asset classes and avoid putting all
the investments in the same sector, which en-
sures that one loss in a certain area can be offset
by gains in others.

2. Investments are hedged, and potential losses are
minimized when the asset value falls. Hedg-
ing can be performed by purchasing put op-
tions to protect assets against the risk of price
declines. The return of the investment may be
lower than expected, but this approach is an ap-
pealing method for banks that do not want to
take on extreme risks.

3. Staying up to the market changes and determin-
ing whether banks can afford to hold on to long-
term investment, as minor changes in the mar-
ket value have only temporary effects.

OPERATIONAL RISK

According to the BCBS (2012)°, operational risk
refers to the risk originating from an internal process
or information system deficiency, human error, man-
agement mistakes, or external interference. These fac-
tors may reduce, deteriorate, and disrupt the capacity
of banks to provide services.

Over the decades, a growing number of banks have
been exposed to operational failure, which has had
a serious impact on the profitability, efficiency, and
prospects of these banks. Compared with market risk
and credit risk, operational risk is much more compli-
cated, diversified, and difficult to measure and mon-
itor due to various external and internal factors and
challenges.

Operational risk management

According to Pereira and Silva (2018), Basel II pro-
vides three key instruments for operational risk man-
agement, namely, key risk indicators, control self-
assessments, and loss data collection. Commercial
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banks are required to assess the exposure and fre-
quency of operational risks in each business line and
to systematically collect and analyze data on opera-
tional risk. These three instruments can help banks
build processes of risk identification, evaluation, and
monitoring to ensure that management can develop
appropriate strategies to take control measures to
achieve effective operational risk management.

LIQUIDITY RISK

Khan and Gomes (2011)7 defined liquidity risk as
the risk that banks cannot fulfill their payment obli-
gations when due. Once an individual bank cannot
access adequate funding in a timely manner to sat-
isfy great numbers of customers’ withdrawal needs,
the risk of a potential run on the bank will increase,
which has a negative influence on the banking sector
and even the entire economic world. Liquidity risks
are split into two types:

1. Funding liquidity risk occurs when banks can-
not access sufficient funds in a timely manner at
areasonable cost to maintain their normal busi-
ness activities and operations.

2. Market liquidity risk occurs when banks are not
capable of hedging or closing open positions in
financial markets without a significant or nega-
tive impact on security prices.

Liquidity risk management

To manage liquidity risk, Basel III introduced the fol-
lowing two independent but complementary quanti-
tative regulatory indicators®:

« The liquidity coverage ratio (LCR) equals the
liquid assets of high quality divided by the
net cash outflow within the next thirty days®.
This approach ensures that under liquidity pres-
sure situations, banks can hold sufficient high-
quality assets without liquidity difficulties in ad-
dressing short-term risk within the next thirty
days.

« The net stable funding ratio (NSFR) is a sup-
plementary indicator of LCR that aims to en-
courage banks to adopt more stable and long-
term financing channels and minimize the mis-
match between the uses and sources of short-
term funds through financing structure opti-
mization, thereby reducing liquidity risk.

NSFR = Available stable funding/Required stable
funding >100%
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STRATEGIC RISK

Strategic risk refers to the risk that banks make incor-
rect strategic decisions and development plans in the
process of achieving their short-term and long-term
business goals, which leads to reduced profitability
rather than anticipated or even losses instead of prof-
its 1°.

Strategic risk throughout the full lifecycle of banks
will have an impact on their competitiveness because
of rapidly changing environments; thus, banks should
constantly reconsider and revise short-term objective
and long-term development strategies to avoid the
loss of market position and liquidity.

Strategic Risk Management

According to Miller (1992)!1, strategic risk manage-
ment steps include 1) identification and assessment of
strategic risk severity, possibility, and timeliness. 2)
Mapping of strategic risks. 3) Quantification of strate-
gic risks using standard indicators, such as economic
capital at risk and market value at risk. 4) Convert
strategic risks to opportunities. 5) Risk-mitigating ac-
tions are planned by the risk management team. 6)
Determining funding adjustment from the perspec-
tives of funding allocation and structure.

REPUTATION RISK

Hill (2019)12 defined reputation risk as the risk that
banks are subject to losses of reputation resulting from
unanticipated negative affairs, changed bank policies,
and adverse events in daily operation.

In the minds of customers, banks will not incur
greater losses caused by factors other than losing
reputation and credibility, especially when operation
systems, day-to-day businesses, and financial situa-
tions are in good condition. Moreover, restoring a
bank’s poor reputation will take considerable time
and money.

Reputation risk Management

Since quantitative methods have not been developed
to effectively manage reputation risk, the generally be-
lieved the best practice for reputation risk manage-
ment is to introduce comprehensive risk management
to improve corporate governance and always be pre-
pared to prevent a crisis by effectively identifying, pri-
oritizing, and managing reputation risks.

As per Larkin (2002) '3, reputational risk manage-
ment involves 1) assessing the bank’s reputation with
stakeholders; 2) evaluating the banks’ real characteris-
tics; 3) bridging the gap between reputation and real-
ity; 4) monitoring changing anticipations and beliefs;

and 5) appointing a senior officer in charge of reputa-
tional risk management.

COUNTRY RISK

Country risk is defined by Bouchet and Clark
(2003) 14 as the risk of the counterparty’s nonfulfill-
ment of a contractual obligation due to an unfavor-
able economic environment and actions taken by the
government of the related country. Country risk will
obviously have a great influence on the daily opera-
tion of banks in countries with unstable political and
economic circumstances.

Country risk management

The most traditional country risk management mea-
sures include the enforcement of risk limits and the
diversification of customers, trading counterparties,
and investments. Other measures involve guarantees,
financial hedging transactions, master netting agree-

ments, and collateral 1°.

SYSTEMIC RISK

Systemic risk is defined by Danielsson and Zigrand
(2015) 16 as disruption of the business process of
banking services due to the breakdown of the whole
financial system instead of the impairment of indi-
vidual parts, which has a potentially significant ad-
verse impact on economic growth. Thus, systemic
risk refers to the failure of all components of the fi-
nancial system rather than an individual institution.
Systemic risk arises in the financial system because
of inherent structural weakness, such as information
asymmetry, procyclicality, interdependency, and ad-
verse incentives. Systemic risk might occur globally
or simply in susceptible countries whose economies
are heavily dependent on banking or whose financial
institutions are primarily controlled or dominated by
overseas capital.

Systemic risk management

Systemic risk management includes the following as-
pects!:

1. Avoid panic. The best risk management ap-
proach should focus on mitigating systemic risk
from the beginning, which is achieved by pre-
venting financial panic, which is usually the trig-
ger that begins a series of failures.

2. Require increased disclosure. Disclosing risk is
seen as a primary market regulatory mechanism
that works by eliminating the asymmetry of in-
formation in market participants and makes sys-
temic risk transparent to all parties.
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3. Financial-exposure limits should be imposed.
First, an institution’s leverage limitations can
reduce its risk of failure. Second, restrictions
on the rights of an institution for risk invest-
ment can reduce its downside risk. Third, the
limitation of interinstitution financial exposure
can enhance stability through risk diversifica-
tion and effectively reduce contractual counter-
parties’ losses and the likelihood of counterpar-
ties failing as a result of such losses.

4. Limit financial institution size. This measure
addresses the moral hazard problem of the fi-
nancial institutions believed to be too large to
fail.

5. Ensure liquidity. Stability can be enhanced by
injecting liquidity into the financial institution
to protect it against default, as well as into the
financial market as needed to maintain its func-
tioning.

6. Complexity Reduction. An effective method to
reduce complexity is to require more standard-
ization of financial products; thus, market play-
ers need not conduct so much due diligence.

MORAL HAZARD

Moral hazard is defined by Krugman (2009) !® as the
concept that one person decides how much risk to
take, whereas the other person accepts the conse-
quences once things go terribly wrong, and it is the
source of many financial collapses.

Banks’ strategic decision makers believe that if they
make incorrect decisions and cause significant losses
to their banks afterward, they will not have to directly
assume the consequences, as governments and other
institutions will assume these risks. Therefore, moral
hazard will expose banks’ customers and investors to
high levels of risk without expectation of return.

Moral Hazards Management

There are several strategies for managing moral haz-
ards'®, including the following:

1. Socioeconomic, legal, and financial environ-
ments are fostered to improve social credit sys-
tem services and strengthen honest market cul-
ture.

2. To increase external regulatory competence and
regulatory process transparency, optimize the
externally constrained environment, and fur-
ther improve the information disclosure system
in the banking industry.
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3. A sound internal control system, scientific
risk management, and safety protection system
should be built.

4. The quality and level of morality of bank
staff should be enhanced, and the incentive-
compatible discipline mechanism should be im-
proved.

Whether Focusing Solely On Credit Risk Is
Enough

Credit Risk Management is Necessary for
Banks

Banks have the traditional principal function of lend-
ing, and other financial products are essentially the
same as lending, including bonds, loans, interbank
borrowings, and financial derivatives. Thus, banks
must first ensure that borrowers do not default on
their obligations of principal and interest repayment
for survival and development; otherwise, a financial
crisis will be triggered, and systemic risks will be cre-
ated. One example is 2008’s global crisis or subprime
mortgage crisis. This is triggered by rising interest
rates and housing bubbles bursting, after which large
numbers of borrowers with poor credit ratings and
low incomes fail to repay the loans. After banks re-
possessed mortgaged properties, they could not sell
collateral at normal prices and suffered considerably
as a result, which led to a crisis in the entire financial
system 20,

During the year of the crisis, Basel I was in place only
focusing on the prevention of credit risk, and it re-
quired banks to hold more capital on the balance sheet
if they were exposed to more credit risk !.

Other Forms of Risk Are Also Critical to Banks

Since modern commercial banks offer various finan-
cial products in the midst of a complex financial cli-
mate, they should not only focus on credit risks but
also manage other critical forms of risk.

First, Baring’s trader Nick Leeson used internal con-
trol weakness to subscribe to Japanese stock index
futures worth $7 billion and purchased interest rate
bonds worth $20 billion in the name of the bank with-
out authorization; however, later, the Japanese bond
market fell sharply due to the Hanshin earthquake,
which caused the Barings Bank to lose more than $1
billion and declare bankruptcy. This case is an exam-
ple of both operational risk and market risk, as Bar-
ings suffered from both human errors and unantici-

pated price fluctuations?!.
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Another case is the Northern Rock Bank, which was
financed mainly by other financial institutions and
subsequently lent to people buying houses. Due to
the subprime mortgage crisis, it was difficult to obtain
funds to support Northern Rock. In September 2017,
its stock price fell sharply by 70%, and there were bank
runs by depositors. Although this run on banks was
eased temporarily after the UK government offered
to guarantee the full deposits of Northern Rock de-
positors, the banK’s total of £2 billion of deposits was
withdrawn during this period, and it was eventually
acquired by Virgin Money in 2011. This is a case of
liquidity risk caused by bank runs22.

Since the implementation of Basel II, banks™ capital
requirements have incorporated both market risk and
operational risk. For those banks with weaker internal
control and inherently higher operational risk, more
capital should be held to avoid repeating the 2008 fi-
Basel II also uses the Value at Risk
(VaR) approach to determine banks’ market risk, and

nancial crisis.

future trends can be predicted using various simula-
tion models based on historical data .

In conclusion, other forms of risk, such as market risk
and operational risk, may also seriously affect banks
and result in great losses. Even worse, a financial
crisis can be triggered simultaneously by interactions
among different risks. Thus, more holistic approaches
should be implemented to manage various forms of
risk.

Over view of the Current Regulatory System

On the global level, the Basel Committee on Banking
Supervision (BCBS) offers a platform of cooperation
on banking regulatory affairs (exchange of regulatory
information, approaches, and technology) to improve
coverage and quality of international banking regula-
tion and achieve two objectives: 1) all banks should
be regulated and 2) bank regulations should be suffi-
cient. The Basel Accord issued by the BCBS is aimed
at providing regulatory standards and recommended
guidelines for each country to supervise banking. As
a standard regulatory framework for banks, Basel II
was established in 2004 to create a globally consistent
and harmonized regulatory structure as a way of en-
suring a level playing field. The Basel II framework
is composed of three fundamental pillars: the mini-
mum capital requirement, the regulatory review pro-
cess, and market constraints 2>,

The first pillar focuses on the sound and safe opera-
tion of banks. The minimum capital requirement is
calculated in relation to operational risk, credit risk,
and market risk in this section, with the three fun-
damental aspects of the regulatory capital definition,

risk-weighted assets, and the minimum capital-to-
risk-weighted assets ratio.

In the second pillar, the critical processes and transac-
tions must be supervised and inspected by regulatory
authorities to ensure that banks have established ef-
fective and reasonable internal assessment procedures
to facilitate the identification of risk status and the as-
sessment of capital adequacy.

Finally, the third pillar aims at disciplining banks by
market forces, and the primary driving factors of the
operation mechanism are stakeholder interests, such
as shareholders, creditors, and depositors. Stakehold-
ers take measures to discipline banks when necessary
to protect their interests against losses.

The Basel Committee released Basel II to enhance the
governance of banks, secure financial transactions,
and prevent financial fraud by improving the trans-
parency of banks’ financial statements, taxation, and
capital liquidity.

On the European level, responsibility to supervise,
control, and regulate banking operations is taken by
the European Banking Authority (EBA) and the Euro-
pean Central Bank (ECB). The ECB is responsible for
framing and euros, as well as implementing EU mon-
etary and fiscal policies, with the main aim of keeping
prices stable, thereby promoting economic develop-
ment and job creation. The EBA regulates systemic
risks, operational weakness, and institutional matters
for European banks?*.

On the national level, supervisory authorities together
with central banks are the main national regulators,
with the primary responsibility to oversee, supervise

and monitor banks’ operations 2’

. In Germany, the
Federal Financial Supervisory Authority is the na-
tional regulator that supervises the banking, insur-
ance, and securities markets. As the national central
bank of Germany, the Deutsche Bundesbank works in
close cooperation with BaFin and the ECB. Different
countries have different national regulators to super-
vise banking, insurance, and financial operations 2,
The National Banking Law provides legal provisions
on banking regulations related to currency issuance,
supervision of banks’ credit policy, and recommenda-
tions for financial and economic issues, such as licens-
ing, registrations, issuance and collection of cheques,
trading in forex, and precious metals, and placing pri-
vate or public bonds?’.

As illustrated in the Figure 1, there are three levels of
the European regulation system, and different regu-
lators in different countries supervise banking, insur-
ance, and financial operations.
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European Banking Regulation System

Global Level

Bank for International Settlements &

Basel Committee on Banking Supervision

|
European Level

European Commission &
European Central Bank

|

European Banking
Authority

National
Supervisory
Authorities

National Level

\_l

The National

National Central

Banks Banking Law

Figure 1: Three levels of the European regulation system, and different regulators in different countries
supervise banking, insurance, and financial operations. Source: Adapted from Matilainen (2014) 28

How to Improve the Current Regulatory Sys-
tem

Due to the requirements of global banking regulators
and international financial institutions to establish a
sound financial system, higher-quality banking regu-
lation should be put into force to bring about a bet-
ter regulatory system that can more efficiently super-
vise banking operations, ensure financial system sta-
bility, and increase fairness and transparency in finan-
cial markets.

Five recommendations are provided to help improve
the current regulatory system:

Optimally Combine Principles-based and Rules-based
Approaches

The principles-based approach is a framework in
which various main principles are explicitly specified
to encourage financial institutions to make voluntary
The rule-
based approach involves the establishment of detailed

efforts to comply with these principles.

rules and their application in a particular situation.
The optimal combination of the above two approaches
is important for ensuring the effectiveness of the over-
all financial regulatory system2°.

Response Quickly and Effectively to Issues of High Pri-
ority

A risk-oriented, forward-looking approach is re-
quired to identify the areas of the regulatory system
where potential risks exist as soon as possible and to
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effectively allocate proper resources to these areas to
address important issues. To achieve this goal, it is
necessary to monitor markets and economies to gain
an understanding of banks’ strategies and activities
as precisely as possible through intensive communi-
cation with financial institutions and market partici-
pants.

Emphasizing the Voluntary Effort of Financial Institu-
tions

International regulatory frameworks, including Basel
II1, have incorporated the approach of increasing in-
centive compatibility and emphasizing voluntary ef-
forts to a considerable extent. With the current regu-
latory system evolving into a new phase, financial in-
stitutions’ voluntary efforts have become increasingly
critical, so regulators should continue to focus on the
effectiveness of such frameworks.

Establish a Solid Risk Culture and Risk Appetite

Each financial institution seems to have a different
risk culture and risk appetite, which is more of a qual-
itative rather than quantitative concept. Therefore, it
is important to gain insight into the internal oper-
ations of financial institutions, which belong to the
third pillar of Basel I13°. However, some practices of
banks are difficult to perceive if they deliberately con-
ceal the facts. We have learned from the past that bank
management has an incentive to take high risks. Al-
though a suitable level of risk tolerance contributes to
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economic growth, a comprehensive understanding of
banks’ risk culture is necessary for risk evaluation.

Expanding the Current Regulatory Framework to More
Areas

New regulations should expand the current regula-
tory framework of the banking system by protect-
ing financial transactions and banking operations se-
curity from cyber risks. Moreover, a new regula-
tory framework should be developed to strengthen re-
silience and provide greater customer data integrity,
data security, and financial information confidential-
ity. All financial institutions should follow these new
information security governance regulations to in-
crease the effectiveness of information system man-
agement and data security.

The regulators in the banking system should also in-
struct banks to present their audit reports accurately
and in a timely manner, including CSR, financial and
risk assessment reports, to check risk management
plans’ status, CSR standards, transactions, and ac-
counts transparency>..

CONCLUSION

Undoubtedly, banks must face various types of risk,
the main of which include market risk, credit risk, and
operational risk. Banks also face other forms of risk,
such as liquidity risk, strategic risk, and country risk.
Itis also critical for financial regulators to manage sys-
temic risk and moral hazards.

The current regulatory system consists of the Basel
Accord and national banking laws, but there is still
much to be done to mitigate the risks of future global
financial crises. A supranational body is required
to produce harmonized regulations for the modern
interconnected global economy. More holistic and
practical approaches should be implemented to man-
age various forms of risk rather than only focusing on
credit risk and regulatory capital requirements if the
global financial system is smooth.

Financial regulators should combine principle-based
and rule-based approaches to develop a new regula-
tory framework, promptly respond to high-priority is-
sues, and emphasize the voluntary efforts of financial
institutions. Given the convergence effort between
regulators, auditors, and financial institutions, solid
risk culture can be established, and a more holistic
framework can be created by expanding into more ar-
eas, which is essential to the success of an individual
bank and the soundness and safety of the entire finan-
cial system.
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